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EHDS concurring aims

Strengthening

over theirown
health data

Fostering Selol[1e]|MeAal= 1%

(by relinquishing some
individuals’ control)

Recital 1:
The aim of this Regulation is to establish the European Health Data Space (EHDS) in
order to improve natural persons’ access to and control over their personal

— electronic health data in the context of healthcare, as well as to better achieve other

purposes involving the use of electronic health data in the healthcare and care
sectors that would benefit society, such as research, innovation, policymaking,
health threats preparedness and response [...].

Recital 53:

Electronic health data used for secondary use can bring great societal benefits. To
achieve that goal, it is important that datasets made available for secondary use
pursuant to this Regulation be as complete as possible.



Ministero PNC

Tﬁ" de' I'U niuerSita Italiadﬂmani Piano nazionale per gli investimenti
PIANO NAZIONALE complementari al PNRR

-
e del Ia Rlce rca DI RIPRESA E RESILIENZA Ministero dellUniversitd e della Ricerca

Balancing of fundamental rights

Recital 54:

To balance the need of health data users to have SUEIRAEEL LR T EH L E R EIEHE
with the need for ElliG]ile111) of natural persons over personal electronic health data of theirs that
are considered [«EIgilIETVAELU IO, ...

= An easily understandable and accessible [HIg s LA LEIHulto exercise that right to opt
out should be provided for.

Balancing of fundamental rights:

- the right to healthcare (and freedom of scientific research)
- right to privacy and data protection (human dignity)
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How might we provide for an
acceptable compromise?

* How might individuals contribute with their data
when they see it fit, but opt out when this does
not correspond to their will?

 How might Health Data Access Bodies (HDABs)
(or other entities) nudge individuals not to opt out
while abstaining from incurring in deceptive design
practices?
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Do people even want to share their health data?

General positive attitude towards sharing data for research:
» Societal benefits possibly outweigh privacy concerns

* Transparency about societal impact and research results is paramount
e But some value maintaining control more than public good

Selective or no data disclosure [sIS[=R{eF

* (Increasing) concerns about privacy (correlated with age and education) and data use by commercial
organizations

* Particularly sensitive health data

Trusty

* Determines the preferred level of control and the willingness to participate in research
e Overcomes privacy concerns

* But general distrust in the health system, research, and sharing of health information

* |Independent from increased information provision—=> transparency is not the solution!

Hutchings, et al. (2020). A systematic literature review of health consumer attitudes towards secondary use and sharing of health administrative and clinical trial data: A focus on privacy, trust, and transparency. Systematic Reviews,

9(1), 235. https://doi.org/10.1186/s13643-020-01481-9
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A question of user-centered
design
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Information overload due
to standardized, lengthy,
overly technical, and badly
designed information
notices
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Misleading interface design
Consent fatigue
“Specificity paradox”

:= Purposes of cookies

1. Store and/or access information on a device Consent

2. Select basic ads

3. Create a personalised ads profile

4, Select personalised ads profile

5. Create a personalised content profile

6. Select personalised content

7. Measure ad performance

8. Measure content performance

Accept all

s o o

Legitimate interest Consent
Legitimate interest Consent
Legitimate interest ’.J Consent
Legitimate interest _° Consent
Legitimate interest _° Consent
Legitimate interest (@) Consent
Legitimate interest Q) Consent
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o]
S g Is informed of
03_ n results or outputs
Opt out: when & how?
E ‘ ’
S . Usesrg:‘?clihgrure Is informed of
% * ° service results or outputs
E l A
£5
8 - Generates health data,
= ﬁ curates datasets and Makes data
2 o submits descriptions to available
8 o national dataset catalog
o]
T
1) : ; :
% Puﬂ:?:g;i‘::'sved Grants e;:;?:ss?sesigc??n o Requests data Processes ar)d gives
Q= S access —yes—» B — related to permit access to data in a secure
(S} applications or data requests e - 2
i or authorization processing environment
<3 P bhes delaiisd Spioud Publishes HDU's
ST national dataset a
c = m e l results or outputs
0o > | no
RS, v £ ’ ;
é o} Publishes information
c @ Publishes refusal about HDU, dataset and
% decisions purposes of data permit

Through the l

O —~
EHR ? 5 8 Consults national

o dataset catalog Uses data f Infi HDAB about
T N ses data for nforms abou

£ = ﬂ and submits data stated purposes results or outputs

Through the % g access application il :
o)
T > 1

HDAB?

Not a one-time decision, but rather an ongoing deliberative process



Ministero PNC

I I, n g~ l Q. d -

de U n |Ve rSIta Ita la Omalll Piano nazionale per gli investimenti
H PIANO NAZIONALE I tari al PNRR

e della Ricerca B RIFRESA £ RESILIENZA e dtrasade e e

The power of defaults (opt-out vs opt-in)

Defaults strongly influence data-sharing decisionsk
people tend to stick with the preselected option,
especially when uncertain about the consequences of their choice.

* Usable privacy research has demonstrated the default effect in various contexts:
* E.g., In cookie banners, preselected options sensibly augment consent rates (Utz et al., 2019)
* Thisis why in the GDPR’s consent must be “unambiguous”, i.e., opt-in
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Privacy-invading defaults

EDPB considers it (“deceptive snugness”) a [s[Sos]oidl=Re S [{sWeElitEldg] violating transparency, fairness,
data minimization and DPbDD

“By default, the most data invasive features and options are enabled.
Relying on the default effect which nudges individuals to keep a pre-
selected option, users are unlikely to change this, even if given the
possibility.”

* Should we change this definition of a deceptive design pattern, e.g., by adding that if the data-invasive
feature is activated by default for [fZEHeJatRel W eIVl i[RI\ 1=K this does not hold?
* However, health data is highly sensitive, with realistic risks of harms, discrimination, etc.
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The framing of choices

From March 2027, the law on the reuse of your health data is changing. Unless you opt out, you will be considered
to have agreed to share your health data to benefit society.

> | Ifyou opt out, your health data will not E If you do not opt out, your health data Don’t opt out
E contribute to the cure of rare diseases < | will contribute to advancing healthcare >
and people will die. 5 research and innovation activities.
o | f you opt out, your health data will be If you do not opt out, your health data Oot out
qé more securely kept' and you will have @ will be used by commercial P S
more control over it. 3 | organizations to develop innovative Al-
based products for healthcare.
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Deceptive framing of choices?

Loss-gain framing:

e Usable privacy research shows it SR i FE I e SN e 11 B ELUsly, especially when users are uncertain
 EDPB’s considers it ("emotional steering”) ERe[So=] M\=Re LW ElL=galvS transparency, fairness, data

minimization & DPbDD, defined as:

“Using wording [...] in a way that confers the information to users in either a highly positive outlook,
making users feel good, safe or rewarded, or in a highly negative one, making users feel scared, guilty
or punished. Influencing the emotional state of users in such a way is likely to lead them to act against

their data protection interests.”
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Is scientific research all the same?

Art. 53 EHDS

Scientific research related to health or care sectors that
contributes to public health or health technology
assessments, or ensures high levels of quality and safety of
healthcare, of medicinal products or of medical devices,
with the aim of benefiting end-users, such as patients,
health professionals and health administrators, including:

development and innovation activities |{e]gfe]gele[¥[eid¥e]}

services;

(ii) training, testing and evaluation of algorithms,
including in medical devices, in vitro diagnostic medical
devices, Al systems and digital health applications

Digital Omnibus’ amendments to the GDPR:

Scientific research definition:

Any research which can also support
m, such as technological
development and demonstration. |...]

This does not exclude that the research may
also aim to further a commercial interest.

Derogations from the prohibition of
processing health data for Al, especially when
re-engineering necessary
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1.
A question of literacy
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Health (+) data literacy

A must for personal self-determination}

Health literacy (Sgrensen et al. 2015)
* 47% of EU respondents has insufficient or problematic health literacy
* Correlated with socioeconomic factors (i.e., low socio-economic status, low educational level, older age)

Health data literacyg

“basic knowledge about the goals and methods of data-rich medical research and about the
possibilities and limits of data protection” (Richter & Krawczak, 2024)
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b g g g INDIVIDUALS WITH BASIC OR ABOVE BASIC OVERALL DIGITAL SKILLS
|g|ta SKIIIS IN BY SOCIOECONOMIC STATUS, 2021

Age group | 16-19 § T
* 32 % of Europeans still [EIdQEN e IAE] RIS iz: e ———
* Significant between MS T ———————
* Significant factors: j::: I
i Age 55-64 R —— |
* Education level | 65-74 m—
* Place of residence Sex [ Mile m———
{Fema]e e r———
Education {No or low formal education _
> What if only digitally vulnerable e o duten
populations will not opt out? of esdenc Lmlfj: o

Percentage of individuals

Source: Eurostat.

Digital literacy in the EU: An overview (2023) based on Eurostat data
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1.
A question of trust
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(Some) EHDS’ trust assurances

Health data users’ duties:

Prohibition to re-identify
IIAENdata permit or authorization

Health Data Access Body as an independent party overseeing the process:

* Permit or authorization approval based on [E§&lINaleReelilelidle]aM(e.2., prohibited secondary use
purposes)

(access to anonymized data by default; 10 years max)
e.g., about security measures (e.g., secure processing environment) and applicable

rights
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Lessons from public bodies handling health data

Reason for DPAs’ fine

Data controller Year

Lack of security measures (e.g., unauthorized
access to EHR) and violation of DPbDD

Massive 2021 data breach paralyzing multiple
healthcare services (even for months) due to lack
of adequate security measures

Inappropriate security measures (i.e., limitation of Molise regional

account privileges for EHRSs)

Amount

Alto Adige (regional) 75000 EUR 2024
local public health care
provider
Lazio regional 120000 EUR 2024
administration

10000 EUR 2025

administration

— How might we trust but them?
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(Initial) recommendations
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How might we meaningfully equip individuals with the right to
opt out while desighing mechanisms that lawfully persuade them
to make their data available for secondary uses?

Policy-makers & law-makersggleltile} (I?W N HCl) ShOUId:, .
- Design multidimensional measures to inform and - Establish criteria for measuring and fostering
engage the public in this massive shift autonomy (beyond the traditional transparency and

- Transparency is necessary but not the solution: chmcg paradigm) o
- Explain all the limitations and exceptions? - Experiment how to frame choices in a balanced way

- Meaningfully differentiate between primary vs without mforma.tl?.n overload .
secondary opt-outs - Explore the feasibility of actual (personalized) user-

- Define scientific research narrowly centered mechanisms for opting-out vs
- => Strengthen trust assurances and lower digital standardization (PPbDD) .
vulnerability, also to achieve completeness in - > Reconceptualize the right to opt out as a

datasets (not only “easily understandable and comprehensive legal design space, as information
accessible user-friendly mechanism”) (benefits, risks, and outputs of research) and choices

are complex and are scattered around many entities
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SCAN ME

Comments or questions?
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