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EHDS concurring aims

Recital 1: 
The aim of this Regulation is to establish the European Health Data Space (EHDS) in 
order to improve natural persons’ access to and control over their personal 
electronic health data in the context of healthcare, as well as to better achieve other 
purposes involving the use of electronic health data in the healthcare and care 
sectors that would benefit society, such as research, innovation, policymaking, 
health threats preparedness and response […].

Recital 53:
Electronic health data used for secondary use can bring great societal benefits. To 
achieve that goal, it is important that datasets made available for secondary use 
pursuant to this Regulation be as complete as possible.

Strengthening individuals’ 
control over their own 

health data 

Fostering societal benefits
(by relinquishing some 

individuals’ control)



Balancing of fundamental rights

Recital 54: 

To balance the need of health data users to have exhaustive and representative datasets
with the need for autonomy of natural persons over personal electronic health data of theirs that 
are considered particularly sensitive, …. 

→ An easily understandable and accessible user-friendly mechanism to exercise that right to opt 
out should be provided for.

Balancing of fundamental rights: 
- the right to healthcare (and freedom of scientific research)
- right to privacy and data protection (human dignity)



How might we provide for an 
acceptable compromise?

• How might individuals contribute with their data 
when they see it fit, but opt out when this does 
not correspond to their will?

• How might Health Data Access Bodies (HDABs) 
(or other entities) nudge individuals not to opt out 
while abstaining from incurring in deceptive design 
practices?



Do people even want to share their health data?
• General positive attitude towards sharing data for research:

• Societal benefits possibly outweigh privacy concerns

• Transparency about societal impact and research results is paramount 

• But some value maintaining control more than public good

• Selective or no data disclosure due to:

• (Increasing) concerns about privacy (correlated with age and education) and data use by commercial
organizations

• Particularly sensitive health data 

Trust:

• Determines the preferred level of control and the willingness to participate in research

• Overcomes privacy concerns

• But general distrust in the health system, research, and sharing of health information

• Independent from increased information provision→ transparency is not the solution!

Hutchings, et al. (2020). A systematic literature review of health consumer attitudes towards secondary use and sharing of health administrative and clinical trial data: A focus on privacy, trust, and transparency. Systematic Reviews, 
9(1), 235. https://doi.org/10.1186/s13643-020-01481-9



I.

A question of user-centered 
design



Rights done right: (also) a question of design

Information overload due 
to standardized, lengthy, 

overly technical, and badly 
designed information 

notices

Misleading interface design 
Consent fatigue

“Specificity paradox”



Opt out: when & how?

Through the 
EHR? 

Through the 
HDAB?

Not a one-time decision, but rather an ongoing deliberative process



The power of defaults (opt-out vs opt-in) 

Defaults strongly influence data-sharing decisions: 
people tend to stick with the preselected option, 
especially when uncertain about the consequences of their choice. 

• Usable privacy research has demonstrated the default effect in various contexts:
• E.g., In cookie banners, preselected options sensibly augment consent rates (Utz et al., 2019) 

• This is why in the GDPR’s consent must be “unambiguous” , i.e., opt-in



Privacy-invading defaults

EDPB considers it (“deceptive snugness”) a deceptive design pattern violating transparency, fairness, 
data minimization and DPbDD

• Should we change this definition of a deceptive design pattern, e.g., by adding that if the data-invasive 
feature is activated by default for reasons of public interest this does not hold?

• However, health data is highly sensitive, with realistic risks of harms, discrimination, etc.

“By default, the most data invasive features and options are enabled.
Relying on the default effect which nudges individuals to keep a pre-
selected option, users are unlikely to change this, even if given the
possibility.”



The framing of choices

From March 2027, the law on the reuse of your health data is changing. Unless you opt out, you will be considered 
to have agreed to share your health data to benefit society.

If you opt out, your health data will not 
contribute to the cure of rare diseases 
and people will die.

If you do not opt out, your health data 
will contribute to advancing healthcare 
research and innovation activities.

If you opt out, your health data will be 
more securely kept and you will have 
more control over it.

If you do not opt out, your health data 
will be used by commercial 
organizations to develop innovative AI-
based products for healthcare.
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Deceptive framing of choices?

“Using wording […] in a way that confers the information to users in either a highly positive outlook,
making users feel good, safe or rewarded, or in a highly negative one, making users feel scared, guilty
or punished. Influencing the emotional state of users in such a way is likely to lead them to act against
their data protection interests.”

Loss-gain framing:

• Usable privacy research shows it sensibly influences decision-making, especially when users are uncertain

• EDPB’s considers it (”emotional steering”) a deceptive design pattern vs transparency, fairness, data 
minimization & DPbDD, defined as:



Is scientific research all the same?

Digital Omnibus’ amendments to the GDPR:

Scientific research definition:
Any research which can also support 
innovation, such as technological 
development and demonstration. […]
This does not exclude that the research may 
also aim to further a commercial interest.

Derogations from the prohibition of 
processing health data for AI, especially when 
re-engineering necessary

Art. 53 EHDS

Scientific research related to health or care sectors that 
contributes to public health or health technology 

assessments, or ensures high levels of quality and safety of 
healthcare, of medicinal products or of medical devices, 

with the aim of benefiting end-users, such as patients, 
health professionals and health administrators, including: 

(i) development and innovation activities for products or 
services; 

(ii) training, testing and evaluation of algorithms, 
including in medical devices, in vitro diagnostic medical 

devices, AI systems and digital health applications 



II.

A question of literacy



Health (+) data literacy

A must for personal self-determination.

Health literacy (Sørensen et al. 2015)
• 47% of EU respondents has insufficient or problematic health literacy
• Correlated with socioeconomic factors (i.e., low socio-economic status, low educational level, older age)

Health data literacy: 
“basic knowledge about the goals and methods of data-rich medical research and about the 
possibilities and limits of data protection” (Richter & Krawczak, 2024)



Digital skills in EU

Digital literacy in the EU: An overview (2023) based on Eurostat data
https://data.europa.eu/en/publications/datastories/digital-literacy-eu-overview

• 32 % of Europeans still lack basic digital skills
• Significant variations between MS
• Significant factors:

• Age
• Education level
• Place of residence

→What if only digitally vulnerable 
populations will not opt out?



III.

A question of trust



(Some) EHDS’ trust assurances

Health data users’ duties:
• Prohibition to re-identify

• Apply for data permit or authorization

Health Data Access Body as an independent party overseeing the process: 
• Permit or authorization approval based on established conditions (e.g., prohibited secondary use 

purposes)

• Data minimization (access to anonymized data by default; 10 years max) 

• Transparency e.g., about security measures (e.g., secure processing environment) and applicable 
rights



Lessons from public bodies handling health data

→ How might we trust but not overtrust them?

Reason for DPAs’ fine Data controller Amount Year

Lack of security measures (e.g., unauthorized
access to EHR) and violation of DPbDD

Alto Adige (regional) 
local public health care 
provider 

75000 EUR 2024

Massive 2021 data breach paralyzing multiple 
healthcare services (even for months) due to lack
of adequate security measures

Lazio regional
administration

120000 EUR 2024

Inappropriate security measures (i.e., limitation of 
account privileges for EHRs)

Molise regional 
administration

10000 EUR 2025

…………………………… 



(Initial) recommendations



How might we meaningfully equip individuals with the right to 
opt out while designing mechanisms that lawfully persuade them 
to make their data available for secondary uses?

Policy-makers & law-makers should:
- Design multidimensional measures to inform and 

engage the public in this massive shift
- Transparency is necessary but not the solution:

- Explain all the limitations and exceptions?
- Meaningfully differentiate between primary vs 

secondary opt-outs
- Define scientific research narrowly
- → Strengthen trust assurances and lower digital 

vulnerability, also to achieve completeness in 
datasets (not only “easily understandable and 
accessible user-friendly mechanism”)

Researchers (law + HCI) should:
- Establish criteria for measuring and fostering 

autonomy (beyond the traditional transparency and 
choice paradigm)

- Experiment how to frame choices in a balanced way 
without information overload

- Explore the feasibility of actual (personalized) user-
centered mechanisms for opting-out vs 
standardization (DPbDD)

- → Reconceptualize the right to opt out as a 
comprehensive legal design space, as information 
(benefits, risks, and outputs of research) and choices 
are complex and are scattered around many entities



Comments or questions?

Arianna Rossi
arianna.rossi@santannapisa.it
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