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EHDS AND RARE DISEASES
In the European Union, rare diseases are defined as those affecting fewer than 5 people per 10,000 inhabitants. There are 

between 5,000 and 8,000 rare diseases worldwide, and between 6% and 8% of the global population may be affected. 

Many are serious, chronic, disabling or fatal.

Main problems:

•Complex and lengthy diagnosis process.

•Lack of specific treatments for many rare diseases.

•Difficulties in obtaining integrated care and in gathering sufficient case studies.

•Difficulty in accessing specialised centres depending on the origin of the families.

•Lack of social and health care facilities geared towards treating chronic conditions or providing palliative care. 

• Much more to be resolved: EU rare disease action plan



EHDS AND RARE DISEASES

The implementation of the European Health Data Space: a study on health data governance models applied to 

rare diseases

How does the European Health Data Space Regulation transform the legal framework governing the 

secondary use of rare disease health data in the EU, and what changes to EU and national law are 

required to ensure fundamental-rights protection, legal certainty and effective cross-border data 

sharing?

 Collective benefit from biomedical research  vs the protection of individual rights (personal data protection + patient autonomy)

 Scarcity of patients in each EU member state (need of cross-data sharing) vs health as national-regional competences (different 

jurisdictions) 

 Local and small databases lack of sufficient statistical power vs break the silos and promote cross border data aggregation.



WORK IN PROGRESS AT EUROPEAN UNION LEVEL

 Public health is a supporting 

competence: EU’s role is to 

support→ Member States lead 

+ responsibility 

 Internal Market (114 TFEU)

 Prohibition of harmonization in 

health policy (168 TFEU)

 Strategic alignment and 

principles respect (Art.5 TFEU)



1) THE CRITICAL NEED FOR DATA SHARING IN RARE DISEASES

 Genotype-Phenotype Studies: Large volumes of clinical and biosample data are essential to understand how specific genetic 

changes (genotype) result in clinical characteristics (phenotype).

 Overcoming the "Diagnostic Odyssey": Integrating fragmented records into registries, such as those within European 

Reference Networks (ERNs), allows expertise to "move" rather than the patient, accelerating diagnosis and the development 

of orphan drugs.

 Altruism and Solidarity: Patients with rare diseases often act as "data altruists," voluntarily sharing their data because they 

recognize that the utility of these "gifts" must be maximized for the public good.



2) PROTECTION OF INDIVIDUAL RIGHTS AND THE RISK OF RE-

IDENTIFICATION

 Complex balance of values: autonomy, the right to know (or not know) medical findings, 

and the right to personal data protection (Article 9 GDPR)

 The Granularity Paradox: Research into rare diseases often requires high-resolution, fine-

grained data to remain scientifically meaningful. However, the smaller the patient population, 

the higher the residual risk of re-identification, even after state-of-the-art anonymisation.

 Privacy vs. Utility: If data are fully anonymized to remove all risk, they may become 

scientifically unusable. Conversely, a breach of confidentiality can lead to discrimination in 

insurance or employment.

 Potential solutions: unique encrypted identifiers (UUIDs)→To mitigate these risks, researchers 

use tools like Global Unique Identifiers (GUIDs). These allow for the merging of data sets from 

different studies (e.g., biobanks, hospitals, and labs) to follow a specific patient’s journey 

without exposing their direct identity.



3) LEGAL FRAMEWORK AND SAFEGUARDS UNDER EHDS

The EHDS (Regulation (Eu) 2025/327) complements the GDPR by establishing specific rules for health data.

 From Consent to Opt-Out:The EHDS shifts the legal basis for secondary use from explicit consent to public 

interest, granting citizens a right to opt-out from having their data reused.

 The Rare Disease Exception (Override): Crucially, the Regulation allows Member States to establish 

mechanisms to override an opt-out when the research serves an "important public interest," → ensures that 

datasets for rare conditions remain as complete and representative as possible? Is public interest the solution for 

data processing? 

 Health Data Access Bodies (HDABs): These bodies act as "gatekeepers," evaluating requests to ensure they 

meet legitimate purposes (Art. 53) and do not fall into prohibited categories, such as using data to increase 

insurance premiums or for marketing.

 Secure Processing Environments (SPE): To prevent unauthorized access, researchers never receive raw 

personal data. Instead, they must perform their analysis within a Secure Processing Environment provided by 

the HDAB. 



4) ETHICAL AND PRACTICAL DATA GOVERNANCE CHALLENGES

The transition to a "culture of data sharing" requires maintaining public trust through transparent 

governance.

 Clinically Significant Findings→ Data users are obligated to inform HDABs of any significant 

medical findings discovered during research that could impact a patient's health. The patient, 

however, retains the "right not to know".

 Ethics Committee Oversight→ While the EHDS centralizes access through HDABs, it leaves 

Member States the discretion to involve Research Ethics Committees, in the assessment 

process.

 Solidarity as a Duty→ Some scholars argue that in the context of solidarity-based healthcare 

systems, there is an ethical duty to contribute data to research that benefits the general 

interest, provided safeguards are robust. 

 What about patients? Should we create specific rights or exceptions for rare diseases 

context? 



EHDS AND SPAIN 

Spanish National Health Data Space: ENDatosSalud | Inicio

▪ An initiative of the Spanish Government. The ENDS is a joint initiative of the 
Ministry of Health and the Ministry for Digital Transformation and Public 
Administration, which are working in coordination to build a national infrastructure 
that facilitates the responsible use of health data for the benefit of society.

▪ The autonomous communities are key players in the ENDS. Each one 
maintains control over its data, participates in governance bodies and contributes to 
the integration of information from the National Health System. 

▪ An ecosystem based on quality and trust. Organisations and entities that 
manage health data — such as health services, research institutes, public agencies and 
other data holders — participate in the ENDS by contributing expert knowledge and 
ensuring that the information used meets quality, security and traceability standards.

▪ Research and open collaboration. Universities, research centres, public 
institutions and private entities can develop use cases within the ENDS, subject to 
prior evaluation and approval. This collaboration makes it possible to promote 
projects that generate public value, scientific knowledge and improvements in 
citizens' health.



RARE DISEASES DIGITAL HEALTH PROJECTS

▪ ÚNICAS:  The ÚNICAS Network was created with the aim of 
establishing an ecosystem of partnerships to improve the Spanish National 
Health System's response to patients with complex rare diseases throughout 
their entire care process (from start to finish), seeking to offer a new model of 
personalised networked care within the Spanish National Health System, so that 
all children with rare diseases have the same opportunities for care and 
treatment.

Other objectives of the ÚNICAS project are:

• To provide comprehensive care through specialised centres.

• To focus on pediatric patients with rare diseases.

• To provide all nodes of the ÚNICAS Network with tools, processes and 
protocols to establish a Personalised Network Care Model.

• Initially, the project focuses on pediatric diseases, given the special characteristics 
of pediatric patients, in four main disease categories: mitochondrial diseases, 
neuromuscular disorders, epileptic encephalopathies and neurodevelopmental 
syndromic disorders.

https://unicas-fhir.sanidad.gob.es/proyectoRedUNICAS.html
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Interviews to assess existing experiences, practices and protocols across 

the entire chain of actors involved in health data processing, with a 

particular focus on those working with patients with rare diseases. These 

experiences from the current situation will help to understand the 

willingness to share data and how the implementation of the European 

Health Data Space can change and improve current challenges and 

promote the opportunities proposed by the various actors affected by 

this regulation. 

9 Profiles that form part of the EHDS ecosystem.

- Software and Digital health services companies. 

- Health Managers (Public authorities and health and research system). 

- Pharma companies

- Researchers (biomedical researchers, biobanks)

- Rare Diseases Patient Advocacy Associations. 

- Research Ethics Committee. 

- DPOs

- Bioinformatics and engineers. 

- Medical professionals. 
11

Advancing EHDS Implementation: HALO Proyect 



¡THANKS FOR 

YOUR ATTENTION! 

☺ 

Q&A 

Laura Centeno Casado 

❖ laura.centeno@csic.es

❖ l.centenocasado@um.es

❖ Laura Centeno Casado | LinkedIn


